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Foreword by the Leader and Assistant Chief Executive

Public services need accurate performance information to manage services. As
increasing reliance is placed on performance information, the need to demonstrate
that the underlying data is reliable has become more critical.

Successful authorities have recognised data quality as a corporate priority and have
taken action to embed strong arrangements for managing the quality of the data they
collect and use.

Audit Commission research shows that in many authorities the quality of financial
information is generally higher than that of performance information, because finance
data is collected according to professional accounting rules and is subject to strong
internal controls and a formal audit regime. The quality of non-financial performance
information can be more variable, because internal controls for the recording and
preparation of the underlying data are often less developed.

The risk in not identifying and addressing weaknesses in performance data quality, or
the arrangements that underpin data collection and reporting activities, is that
performance information may be misleading, decision making may be flawed,
resources may be wasted, poor services may not be improved, and policy may be ill-
founded. There is also a danger that good performance may not be recognised and
rewarded.

Increasingly, organisations working in partnership need to share data or rely on data
from other providers. To be confident of the quality of this data, a data sharing
protocol, statement, or service level agreement is needed.

Staff at all levels within the organisation need the appropriate knowledge,
competencies and capacity for their roles in relation to data quality, recognising that
they are the key to recording accurate and reliable data.

The Council has therefore decided to develop and implement this Data Quality

Strategy in order to improve the quality of our performance data in line with good
practice.
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Bromsgrove District Council’s Performance Data
Quality Strategy

1.

1.1

1.2

1.3

1.4

Introduction

The purpose of this strategy is to set out an approach to improving the
quality of Performance Indicator data. Consistent, high-quality, timely
and comprehensive performance information is vital to support good
decision-making and improved service outcomes.

Performance information is increasingly being used by external bodies to
assess our performance, often as an alternative to inspection, and this
trend is causing external bodies to place a bigger emphasis on data
quality. In particular, the external audit approach of checking
calculations and systems reports is evolving into a more challenging
scrutiny of systems controls.

The Audit Commission published a set of Key Lines of Enquiry for data
quality in 2006 which are used to give each authority a score of between
1 to 4 for data quality, this is reported in the Annual Audit Letter. They
have also just (March 2007) published a consultation document
“Improving information to support decision making: standards for better
quality data”. Currently Bromsgrove Council scores between 1 and 2, the
outcome of implementing the action plan contained in this strategy
should be that our score will rise to 3in the next 12 months. Thereafter
decisions will be made about whether to plan to proceed to level 4.

There are a number of principles that underpin good data quality. It is
important to consider these sequentially because if any of these
principles are not adhered to, inaccuracies are likely to creep in, and
adherence to subsequent principles will not be able to rectify the
position:

e Awareness: everyone recognises the need for good data quality
and how they can contribute;

o Definitions: everyone knows which Pls are produced from the
information they input and how they are defined;

o Input: there are controls over input, especially that information is
input on an ongoing basis; rather than stored up to be input later;

o Verification: there are verification procedures in place as close to
the point of input as possible;

o Systems and Procedures : are fit for purpose and staff have the
expertise to get the best out of them;

o Output: performance indicators are extracted regularly and
efficiently and communicated quickly; and



1.4

2.1

2.2

2.3
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o Presentation: performance indicators are presented, with
conclusive evidence, in such a way as to give an easily understood
and accurate picture of our performance, whoever the audience.

The first five of the above principles are where we need to focus our
attention. The following sections look at each of these principles in more
detail, an action plan is included at Appendix 2

Priorities

The priority areas for improvement are around the capture and point of
entry of performance data. Priority will be given to ensuring that staff
gathering performance data and those inputting performance data
understand the importance of accuracy of information and also
understand the purpose of the data they are gathering and/or entering.

PI definitions and processes for capturing and calculating the Pl need to
be documented.

There is a need for some Internal Audit work to be done and there will
be an annual report to PMB on progress against the action plan.

Awareness

Data quality is the responsibility of every member of staff entering,
extracting or analysing performance data. Every officer should be aware
of his or her responsibilities with regard to data quality. The commitment
to data quality will be communicated clearly throughout the Council to
reinforce this message.

Responsibility for performance data should be reflected in job
descriptions and the appraisal process. Departments are encouraged to
ensure that suitable appraisal targets and paragraphs in job descriptions
are included, appropriate to the level of involvement staff have in the PI
process.

There is collective responsibility for performance data quality, but it is
necessary to be clear about what actions and responsibilities are
allocated to specific individuals and teams in order to implement this
strategy. A summary of this is included as Appendix 1, and it is also
reflected in the text that follows and in the action plan.

Definitions

All officers should have an appropriate level of understanding of any Pls
affected by the performance data they contribute.
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6.1

6.2

BVPIs have nationally set definitions. It is important that every detail of
the definition is applied.

For local PIs we need to have a clear definition and ensure that there are
procedures in place to collect and report the data in an agreed format. In
particular, we need to be clear about whether target and outturn figures
refer to a snapshot or cumulative position.

Every Pl should have a named officer, with a named deputy, who is
responsible for collecting and reporting the information. This ensures
that there is consistency in the application of definitions and use of
systems for providing the data.

Input

There must be adequate controls over the input of performance data.
The aim should be 100% accuracy 100% of the time. It is important that
officers have clear guidelines and procedures for using systems and are
adequately trained to ensure that information is being entered
consistently and correctly.

A key requirement is that data should be entered on an ongoing basis,
not saved up to be entered in a block at the end of a period. This
reduces the error rate and the need for complex verification procedures.

Controls should also be in place to avoid double-counting. These should
be designed according to the nature of the system, in particular where
more than one person inputs performance data. A likely control will be
an absolutely clear division of responsibility setting out who is
responsible for what data entry.

Systems must also record all relevant information. Individual systems
need to be evaluated to determine whether additional controls are
necessary. There is more information about how to carry out this type of
evaluation in section 7.

Verification

Performance data requirements should be designed along the principle
of ‘getting it right first time’. Nevertheless, even where there are strong
controls over input, errors can creep in. Where it is needed, a
verification procedure should exist close to the point of performance data
input. The frequency of verification checks will need to be aligned with
the frequency of performance data reporting.

The simplest verification system might be a review of recent performance
data against expectations, or a reconciliation of systems-produced data
with manual input records. Depending on the complexity of the system,
it might be necessary to undertake more thorough verification tasks,
such as:
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e data cleansing, e.g. to remove duplicate records or to fill in missing
information;

o sample checks to eliminate reoccurrence of a specific error, eg
checking one field of data that is pivotal to a Pl against
documentation, for a sample of cases;

o test run of report output, to check the integrity of the query being
used to extract data; and

o spot checks, e.g. on external contractor information.

Particular attention needs to be paid to data provided by external
sources. A number of Pls are calculated using information provided by
contractors and partners and the Council must work with them to ensure
that such data is accurate, as responsibility for the Pl remains with the
Council.

When entering into contracts with service providers it is essential that,
wherever relevant, there is a requirement to provide timely and accurate
performance information, and that we are clear with the contractor about
their responsibilities for performance data quality and how we will be
checking the information they provide.

It might not always be possible to alter existing contracts so that
contractors are fully committed to providing an agreed quantity of
performance data. In this case, the performance data must be treated as
high-risk and thought must be given to establishing a system of checks
and measures to ensure that we are confident about the accuracy of this
data.

Responsibility for data verification will lie within Departments, but Internal
Audit and/or the Communications, Policy and Performance team can
offer advice and guidance about verification procedures and processes.

Systems and procedures

Responsibility for maintaining robust systems and procedures for
performance data lies within Departments.

A central record of performance indicators will be maintained by the
Communications, Policy and Performance team which will include:
o the identity of the data quality lead (and deputy)

e  The PI definition

o a summary of data quality and verification actions undertaken;
o risk assessment undertaken

Each Pl should have a named officer responsible for data quality issues.
There should also be a named substitute officer who can deputise to



7.4

7.5

7.6

8.1

maintain the day-to-day work of capturing and processing performance
data. The responsible officer will ensure that:

o The Pl has a clear definition and a set of written procedures exists
for the purpose of capturing and calculating performance
information. This will be recorded on the PI certificate.

o Users are adequately trained, where appropriate by having a formal
training programme which is periodically evaluated and adapted to
respond to changing needs

e there is security of access and amendment of data.
o periodic tests of the integrity of performance data are undertaken
o information management and support is available to users

o changes to processes and procedures are made where necessary
(for instance to accommodate amendments to Pl definitions)

e there are adequate audit trails to demonstrate the validity of the
performance calculations

e actions recommended by system reviews (e.g. by the external
auditors) are implemented

There are a number of conditions that might lead to a Pl being
considered high risk, and every Pl needs to be considered against these
factors. The risk assessment will be updated annually by the
Communications, Policy and Performance team in consultation with
Departments. ‘High risk’ conditions will include:

a high volume of data/transactions

e technically complex PI definition/guidance

o problems identified in previous years

o inexperienced staff involved in data processing/Pl production
e system being used to produce a new PI

o PI's which rely on data from external sources

The purpose of undertaking a risk assessment is to target limited

resources at the areas that require most attention. A programme of
improvement will be put together focusing on high-risk PI’s.

Responsibility for delivering the improvements will lie within
Departments, but support will be available from the Communications,
Policy and Performance team and Internal Audit, see Appendix 1 for
more detail.

Output

Best use can be made of performance data if it is produced and
communicated on a timetable that allows for management action. A
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reporting timetable will be produced each year by the Communications,
Policy and Performance team.

It is important that performance information is subject to scrutiny and
challenge before being passed up the line for management action. This
can be undertaken at several stages in the process. The most likely
instances will be either a verification check on output reports (described
in paragraph (see 6.2 above), or a Departmental review meeting of
performance data (e.g. at DMTs prior to the monthly performance report
to CMT).

Presentation

During external audits, there should be at least one other officer who is
able to provide advice and information on the Pl in the absence of the
lead officer. This is an important control to ensure that audit work
proceeds smoothly.

When information is presented for external audit, another officer must
review working papers to confirm that the definition has been followed,
the calculations are correct and the indicator is supported by a full audit
trail.

A PI certificate must be completed for all BVPI's and all local PI's that are
corporately reported. The PI certificate should contain, or refer to,
supporting information necessary for an external audit of the PI.



Data Quality Action Plan Appendix 1
No Theme Action How Who When Priority
1 Awareness Ensure that responsibility for | Departments will need to | Departments, CCPP By Q2 2007
data quality is part of job check and rectify any and
descriptions and the PDR gaps. incorporated
process. Revised JD’s to be seen into PDR’s in M
by CCPP team. 2008
HR to audit PDR’s for a
sample of nominated
employees in 2008
2 | Awareness Develop and deliver Awareness seminars and | Communications, Quarter 2
awareness training and training sessions Policy and 2007/08
more specific training for scheduled in training plan | Performance team with | onwards M
staff responsible for data HR
quality
3 | Definitions Ensure that, when making This will be achieved by All PI compilers and April 07 to
submissions on nationally completion and review of | those responsible for Pl | June 07,
reported Pls, the definition PI certificates data quality thereafter
has been followed. January to H
June in
subsequent
years

10




Data Quality Action Plan Appendix 1
No Theme Action How Who When Priority
4 | Definitions Ensure that all local PI's P1 certificate format will Performance Plus sub- | End Jun 07
(whether reported be reviewed/amended as | group Corporately
corporately or not) have necessary for local PI’s. reported PI’s.
specific definitions and End Sep 07
counting rules. Certificates will be used All Pl compilers and others
for local PI's for 2007 those responsible for Pl H
onwards data quality supported | thereafter
by Communications, January to
Policy and June in
Performance team subsequent
years
5 | Definitions Ensure that all PI's have a Guidance will be provided | Pl data quality lead By end Q3
documented procedure for by CCPP team (in 2007/08 H
the gathering of Pl data and | conjunction with ICT).
calculation of the PI
5 | Definitions Ensure that all relevant staff | Training (where this is not | Departmental Pl data Ongoing
have an understanding of P| | already the case) quality leads
definitions calculated from H
data they
input/analyse/extract
6 | Verification Ensure that data provided Depending on individual Performance Ongoing
by external contractors circumstances this might | managers/officers;
meets requirements for be achieved by making Communications,
reporting performance. provision in contracts or Policy and M
by direct action such as Performance team;
documented spot checks | Internal Audit (as part
of appropriate
scheduled audits)
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Data Quality Action Plan Appendix 1
No Theme Action How Who When Priority
7 | Verification Ensure that all future Procurement procedures | Procurement team Quarter 2
contracts specify to be reviewed and supported by 2007
requirements of contractors | revised if necessary Communications, M
to provide performance data Policy and
Performance team
8 | Verification Ensure that the council has | Programme to be Communications, July 07 and
a programme of data implemented by Pl data Policy and ongoing
validation to support quality leads, with central | Performance team;
accurate performance record kept by the P&l performance M
reporting. team managers/officers
Internal Audit (as part
of appropriate
scheduled audits)
9 | Systems and | Ensure that data controls Specific measures will All Pl compilers and July 07 and
Procedures | are robust. depend on the system those responsible for Pl | ongoing
and will be the data quality supported
responsibility of the data | by Internal Audit & M
quality lead for each Communications,
system to address. Policy and
Performance team
10 | Systems and | Ensure that all PI’'s have a Data gathering exercise Heads of Service Mar 07 and
Procedures nominated person and supported by updated
deputy responsible for data Communications, regularly H
quality Policy and
Performance team

12




Data Quality Action Plan Appendix 1
No Theme Action How Who When Priority
11 | Systems and | Undertake an annual risk Council risk methodology | Communications, Sep to Oct
procedures assessment of PI’s. Policy and each Year
Performance team with
Pl data quality leads. H
Develop an appropriate
programme of improvement Relevant Pl data Ongoing
quality leads
12 | Output Ensure that appropriate Visits and briefings at DMT’s April 07 and
scrutiny of PI's is DMT’s visited/supported by ongoing
undertaken at, for instance, Communications, M
DMT'’s, prior to submission Policy and
of performance information Performance team
to CMT
13 | Presentation | Ensure that Pl certificates Guidance already issued | All PI April 07 —
are completed for all PI's — implemented in 2006 compilers/reviewers June 07 and
supported by workshops | and Pl data quality subsequent
leads supported by years H
Communications,
Policy and
Performance team

13




Matrix of Data Quality responsibilities

Appendix 2

All with responsibility
for inputting data and
calculating
performance
measures

Pl data quality leads

Departments (HoS
responsible overall
but will discharge
responsibility via DQ
leads)

Communications,
Policy and
Performance team

Internal Audit

Knowledge of relevant
Pl definitions and
guidance

Input accurate
information

Up-to-date record
keeping (not entered in
a block)

Maintain a robust data
quality environment

Identify and rectify gaps
in data quality

Training/guidance of
departmental staff

Provide information to
Communications, Policy
and Performance team
so central record is kept

Overall responsibility for
the reliability of
performance information
presented at CMT

Maintain list of PI's and
Pl certificates

Co-ordinate risk
assessment of Pl's
liaising with IA and DQ
leads

Co-ordinate programme
of systems work, liasing
with IA and DQ leads

Communicating the
commitment to DQ

Support improvement
on individual systems

Incorporate DQ issues
in routine audit work

14




Audit Commission Data Quality Key Lines of Enquiry Appendix 3

1. GOVERNANCE AND LEADERSHIP
Has the body put in place arrangements at a senior level to secure the quality of data used to manage and report on performance?

Key line of enquiry
1.1 Responsibility for data quality is clearly defined.

Audit Focus

Evidence that:
. there is top level commitment to data quality; and
. the body acts on this commitment, to secure the quality of its data.

Criteria for Judgement

Level 2 Level 3 Level 4

* Responsibility for data quality has been * Anindividual at top management level has | *x Data quality is seen as being ‘part of the
assigned within the organisation. overall strategic responsibility for data day job’, and is fully integrated into

quality. planning, monitoring and reporting

* The organisation’s commitment to data processes in the organisation.
quality (for example, the importance of, * The corporate commitment to data quality
and arrangements for, securing the quality is communicated clearly, reinforcing the * There is a member lead for data quality
of key data) is outlined in key strategic message that all staff have a responsibility issues and there is evidence that this role
documents, such as the corporate plan. for data quality. is undertaken effectively.

* Accountability for data quality throughout * Members have received training on the

the organisation is clearly and formally importance of data quality and the body’s
defined and is part of the corporate specific approach to managing the
performance appraisal system for those associated risks.

defined as responsible and accountable
for data quality.

* |ssues relating to data quality are
considered by or reported to those
charged with governance.




Audit Commission Data Quality Key Lines of Enquiry

Appendix 3

Key line of enquiry
1.2 The body has clear data quality objectives.

Audit Focus

Evidence that:

. there is a strategy for data quality which includes specific data quality objectives; and
. there is a plan for delivery of these objectives.

Criteria for Judgement

Level 2

Level 3

Level 4

* Obijectives for data quality management
are developing, but may not yet be
formalised in a strategy or plan.

* The organisation is working to improve
data quality, but there may be no defined
milestones, targets or monitoring.

* The organisation has begun to focus on
data quality, but this work has so far been
driven departmentally rather than
corporately.

* A formal strategy for data quality is in
place and has been approved by the
Board. The strategy covers all
departments and functions.

* The corporate objectives for data quality
management are linked to business
objectives.

* The strategy has an associated delivery
plan, with clearly identified actions,
responsibilities and timescales to support
improvement. This is reflected in the
corporate plan.

* The organisation communicates its
commitment to data quality to staff at all
levels.

* All departments have set data quality
objectives.

* Challenging data quality objectives have
been set, and are being achieved.

* The organisation has undertaken a review
of staff awareness of data quality issues.
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Appendix 3

Key line of enquiry

1.3 The body has effective arrangements for monitoring and review of data quality.

Audit Focus

Evidence that:

. there is a framework in place for monitoring performance in relation to data quality; and
. there is a formal programme of review of data quality.

Criteria for Judgement

Level 2

Level 3

Level 4

* Monitoring and review of data quality has
been undertaken, although this has
primarily been on an ad hoc basis.

* Reports are produced as a result of these
reviews which are submitted for top
management attention.

* The organisation has begun to consider
data quality as part of its corporate risk
management arrangements.

* The organisation can demonstrate that it
has taken action to address the results of
internal and external data quality reviews.

* There is a framework for monitoring data
quality, with regular formal reporting on
key measures of data quality to those
charged with governance, enabling them
to challenge the integrity of data.

* There is a formal programme of data
quality review, which is proportionate to
risk and reported to those charged with
governance. This includes reporting on
the accuracy of data supporting key
performance indicators.

* Data quality is embedded in corporate risk
management arrangements, with regular
assessments of the risks associated with
unreliable and inaccurate information.

* Data is subject to robust scrutiny by those
charged with governance and is subject to
approval prior to external reporting.

* The organisation undertakes
benchmarking exercises to review the
effectiveness of its own monitoring and
review arrangements.

* The organisation is able to demonstrate
that it satisfies all internal and external
requirements (where applicable) in
relation to the quality of its data.

* The organisation can demonstrate that it
has taken action to address key variances
in relation to data quality.

* Examples of good practice in securing
data quality are publicised to all relevant
staff.




Audit Commission Data Quality Key Lines of Enquiry

Appendix 3

2. POLICIES

Has the organisation defined its expectations and requirements in relation to data quality?

Key line of enquiry

2.1 A policy for data quality is in place, supported by a current set of operational procedures and guidance.

Audit Focus

Evidence that:
o aformal policy for data quality is in place;
e policies are applied in practice; and

e operational procedures and guidance meet users’ needs.

Criteria for Judgement

Level 2

Level 3

Level 4

* A data quality policy, or set of policies, is
in place at the operational level. The
policies have been designed to support
the data quality objectives.

* The data quality policy has been approved
by senior management at least at a
departmental level.

* There are a number of procedures and
guidance notes in place but these do not
yet cover all aspects of data collection,
recording, analysis and reporting, or are
not in place in all business areas.

* There is a comprehensive current data
quality policy in place. This covers data
collection, recording, analysis and
reporting and has been implemented in all
business areas.

* The policy meets any relevant national
standards and requirements, as well as
defining local practices and monitoring
arrangements.

* The policy is supported by a
comprehensive and current set of
operational procedures and guidance.

* The policy and procedures are reviewed
at least annually and updated when
needed.

* The policy covers data quality requirements
in relation to partnership working, where
relevant.

* The organisation can demonstrate that
operational procedures and guidance have
been developed with staff fully involved in
the process.
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Key line of enquiry
2.2 Policies and procedures are followed by staff and applied consistently throughout the organisation.

Audit Focus

Evidence that:

. processes are carried out in line with established policy and procedures.

Criteria for Judgement

Level 2 Level 3 Level 4

* All relevant staff are aware of the data * All staff are able to access the policies, * Each department has been assigned a
quality policy, operational procedures and procedures and guidance. Where possible data quality champion who regularly
guidance and have access to the this is supported by information systems. reviews and reports on compliance with
documents. the relevant policies and procedures.

* Mechanisms are in place to monitor

* Training on the policy and procedures compliance with the policies and * The champion is effective in rectifying any

takes place. procedures, and the results are reported non-compliance and can demonstrate an
to top management. impact on data quality.

* Instances of failure to comply with
corporate policies and procedures and
national standards, or poor performance
against data quality targets, are
investigated and corrective action taken.

* The organisation can demonstrate that it
is proactive in informing staff of any policy
or procedure updates on a timely basis.
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3. SYSTEMS AND PROCESSES
Are there effective systems and processes in place to secure the quality of data?

Key line of enquiry
3.1 There are appropriate systems in place for the collection, recording, analysis and reporting of the data used to monitor performance, and staff
are supported in their use of these systems.

Audit Focus

Evidence that:

systems (manual or computerised) produce data which is fit for purpose.

Criteria for Judgement

Level 2

Level 3

Level 4

* There may be some minor weaknesses in

the systems for data collection, recording,
analysis and reporting of performance
information, but action is being taken to
address these.

The organisation recognises the
importance of these systems, whether
manual or computerised, operating on a
‘right first time’ principle. Some work is
needed to achieve this.

Support for staff using these systems is
provided, but improvements could be
made (e.g. by making support more
accessible or responsive).

Any internal or external reviews of the
systems have not identified significant
weaknesses.

* There are systems in place for the

reporting of corporate performance
information which is based on data which
is accurate, valid, reliable, timely, relevant
and complete.

Systems and processes operate
according to the principle of ‘right first
time’ rather than employing extensive data
cleansing or manipulation processes to
produce the information required.

Arrangements for collecting, recording,
compiling and reporting data are
integrated into the wider business
planning and management processes of
the organisation, and support staff in their
day-to-day work.

Adequate support is provided for all staff
using the organisation’s systems and
processes. User guides and help desk
services are provided.

* The organisation undertakes regular
reviews to ensure that outputs are timely,
accurate, clear and in a format convenient
to users.

* The organisation consults with staff when
developing or implementing systems.
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Key line of enquiry
3.2 The body has appropriate controls in place to ensure that information systems secure the quality of data used to report on performance.

Audit Focus

Evidence that:
. data is produced without the need for subsequent intervention, manipulation or correction.

Criteria for Judgement

Level 2 Level 3 Level 4
* Appropriate controls are in place for both * Performance information systems have * The organisation can demonstrate that it
manual and computerised systems, built-in controls to minimise the scope for is proactive in strengthening performance
particularly where there is a dependency human error or manipulation, and prevent information system controls rather than
on spreadsheet systems. erroneous data entry, missing data, and merely reacting to issues when detected.
unauthorised data changes (e.g. the use
* The organisation has some arrangements of system validation on key data items).
in place to review the effectiveness of
controls. * Controls are reviewed at least annually to
ensure that they are working effectively.
* High-level reviews of data are carried out Results of annual reviews are reported to
before reporting to directorate top management.
management and beyond, but this is not
consistent across the organisation. * Data is subject to departmental checks
and management review for each
reporting period before being reported to
top management.
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Key line of enquiry
3.3 Security arrangements for performance information systems are robust, and business continuity plans are in place.

Audit Focus

Evidence that:
performance information systems are secure, allowing the organisation to function under adverse circumstances.

Criteria for Judgement

Level 2

Level 3

Level 4

*

*

*

Security arrangements, including access
control, are in place for the organisation’s
business critical performance information
systems.

There are procedure notes/manuals in
place for the organisation’s business
critical performance information systems.

A business continuity plan is in place to
provide protection for records and
performance data which are vital to the
continued effective functioning of the
organisation.

* Procedure notes/manuals are in place for
all performance information systems
identified as being business-critical and
these are reviewed and updated as
appropriate.

*  The organisation regularly tests its
performance information systems to
ensure that processes are secure and
reports to top management.

* The organisation can demonstrate that it
has carried out detailed scenario planning
for its performance information systems
and made changes to address any
weaknesses identified.
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Key line of enquiry
3.4 An effective management framework for data sharing is in place.

Audit Focus

Evidence that:
. the organisation has high standards in relation to the data it shares internally and externally.

Criteria for Judgement

Level 2 Level 3 Level 4

* All instances of internal and external data | * A formal set of quality requirements is * The organisation can demonstrate that it
sharing have been identified, but formal applied to all data used by the has implemented high standards of data
protocols have yet to be developed. organisation which is shared externally, or management governance, for example in

which is provided by a third-party relation to partnership working.

* There is a framework in place for organisation. These quality requirements
identifying and complying with all relevant could be in the form of a data sharing
legal, compliance and confidentiality protocol, contract or service level
standards. agreement.

* There are protocols in place for sharing
key data internally.

* There are processes in place to validate
data from third parties.
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4. PEOPLE AND SKILLS
Does the organisation have the resources in place to secure data quality?

Key line of enquiry
4.1 The body has communicated clearly the responsibilities of staff, where applicable, for achieving data quality.

Audit Focus

Evidence that:
. specific skills and responsibilities in relation to data quality have been identified; and
. staff understand their role in achieving data quality; and are putting the theory into practice.

Criteria for Judgement

Level 2 Level 3 Level 4

* The organisation has undertaken an * Roles and responsibilities below the * The organisation can demonstrate that it

assessment of the data quality skills that it
has in place across the workforce and
identified potential gaps.

Staff are clear about their responsibilities
in relation to data quality.

strategic level in relation to data quality
are clearly defined and documented, and
are incorporated into job descriptions.

These roles and responsibilities for data
quality are applied consistently throughout
the organisation.

Data quality targets and standards are set
and staff are assessed against these.

has an effective internal network of data
quality champions that have successfully
driven improvement throughout the
organisation.

The organisation can demonstrate that it
has made assessments of how well staff
understand their roles and responsibilities
with regard to data quality.
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Key line of enquiry

4.2 The organisation has arrangements in place to ensure that staff with data quality responsibility have the necessary skills.

Audit Focus

Evidence that:

. the organisation has provided training to ensure that staff have the necessary skills and knowledge in relation to data quality.

Criteria for Judgement

Level 2

Level 3

Level 4

*  Staff with specific responsibilities for data
input or data quality have received data
quality training.

* There is evidence of review of the current
data quality training provision but this has
yet to be developed corporately.

* Some departments are addressing
weaknesses identified from data quality
reviews through training but this has yet to
be developed corporately.

* The organisation has trained all staff to ensure they
have the necessary skills to ensure the effective

collection, recording, analysis and reporting of data.

* Any weaknesses identified through internal or
external reviews of data quality are adequately
addressed through the training programme or
briefing sessions.

* There is regular update training for staff to ensure
the latest changes in data quality procedures,
guidance and systems are disseminated and acted
upon in a timely manner.

* There are corporate arrangements in place to
ensure that data quality training provision is
periodically evaluated and adapted to respond to
changing needs.

* The organisation can demonstrate
that it has identified future
developments that may impact on
data quality staff skills and capacity
and is proactively managing these.
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5. DATA USE

Are there effective arrangements and controls in place for the use of data by the organisation?

Key line of enquiry

5.1 The body has put in place arrangements that are focused on ensuring that data supporting performance information is also used to manage

and improve the delivery of services.

Audit Focus

Evidence that:

. reported performance information is actively used in the decision making process.

Criteria for Judgement

Level 2

Level 3

Level 4

* Reported data is fed back to those who
generate it to reinforce understanding of
the way it is used.

* Performance information is regularly used,
to identify deviations from planned
performance.

* There is timely action on performance
shortfalls, and follow-up to ensure action
has been taken.

* Data used for reporting to those charged
with governance is also used for day-to-
day management of the organisation’s
business.

* Reports are prepared on an exception
basis so that areas where action is
needed are clearly identified.

* There is evidence that management
action is taken to address service delivery
issues identified by data returns and
performance information reports.

* Reports include an element of prediction
rather than merely being a record of
historical events.

* Data is used not only to measure the
volume of activity delivered but also to
assess the quality of the service provided.

*  Senior management routinely and actively
use data supporting performance
information is used to plan and allocate
resources.

* Members have available to them high
level information with which they can
assess delivery of services in relation to
agreed plans.
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Key line of enquiry

5.2 The body has effective controls in place for data reporting.

Audit Focus

Evidence that:

. information used to report on performance is subject to a system of internal control and validation.

Criteria for Judgement

Level 2

Level 3

Level 4

* Definitions are generally applied correctly
to all data items.

* All data returns are supported by an audit
trail, although there may be some
weaknesses.

* There is evidence that controls are
exercised over data to verify its accuracy.

* Reported data is generally submitted on a
timely basis. Instances of data not being
submitted on a timely basis are fully

investigated and reported to management.

* Data returns are supported by a clear and

complete audit trail.

Information which is used for external
reporting is subject to rigorous verification,
especially where errors may lead to loss
of income.

All data is subject to senior approval prior
to external reporting.

* There is evidence that members and
senior officers follow up on action taken to
address identified problems to ensure that
the action has been implemented and has
been effective.
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